TP 5 - Trames ARP, ICMP et DNS
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1. Capture de trames ARP et ICMP

— On ouvre WireShark et on démarre une capture de trame :

pturing from Wi-Fi

Fle Edit View Go Capture Analyze Statistics Telephony Wireless
ADAG RRER Re>EFINE
A Applya

No.

Source

172.217.21. .168. 212307
156 172.217.21.18 .212307 443 > 57759
157 192.168.71.28 172.217.21.10 32.231622 75 57759 > 443
158 172.217.21.10 192.168.71.28 32.314681 uoP 127 443 » 57759
159 192.168.71.28 172.217.21.10 32.327908 uoP 79 57759 - 443
16@ 172.217.21.10 192.168.71.28 32.41716@ uDP 67 443 > 57759
161 192.168.71.28 172.217.21.10 32.628919 uop 71 57759 > 443
162 172.217.21.10 192.168.71.28 32.724588 ubP 67 443 > 57759
163 192.168.71.28 172.217.21.10 32.928828 uop 71 57759 » 443
164 172.217.21.10 192.168.71.28 33.031542 uoP 67 443 > 57759
165 192.168.71.28 172.217.21.10 33.23357@ uoP 71 57759 > 443
166 172.217.21.10 192.168.71.28 33.338816 uop 67 443 > 57759 Len=25
167 192.168.71.28 172.217.21.10 33.553494 ubP 71 57759 > 443 Len=29
168 172.217.21.18 192.168.71.28 33.646326 uop 67 443 > 57759 Len=25
169 192.168.71.28 172.217.21.10 33.856133 uoP 71 57759 > 443 Len=29
17@ 172.217.21.10 192.168.71.28 33.953200 uoP 67 443 » 57759 Len=25
171 192.168.71.28 172.217.21.10 34.157487 uop 71 57759 =+ 443 Len=29
172 172.217.21.10 192.168.71.28 34.260447 uDP 67 443 > 57759 Len=25
173 192.168.71.28 172.217.21.10 34.672221 uop 71 57759 > 443 Llen=29
2a:f6:22:90:9d:94  AzureWaveTec c6:61:.. 34.882580 ARP 42 Who has 192.168.71.28? Tell 192.168.71.227

6050 ©2 60 00 60 0@ PO 00 00 00 60 0O 08
00 7d 38 @0 00 €0 00

feBo
Internet Control Message Protocol v6

Internet Protocol Version 6, Sr FEffffff:fffe, Dst: ffe2

» Frame 1: 163 bytes on wire (824 bits), bytes captured (824 bi \NPF_{3@9E37C6- aa 6 2a 90 9d 94 a8 41 f4 c6 61 18 08 00 45 00 LT P
» Ethernet II, Src: AzurellaveTec_c6:61:18 (a8:41:f4:c6:61:18), Dst: aa:f6: 5 :2a:9 4) 00 59 7e d2 00 00 80 11 10 bd c@ a8

) Internet Protocol Version 4, Src: 192.168.71.28, Dst: 20.40.143.24 8f 18 df dd ed d8 @@ 45 oc 76 @0 el

)} User Datagram Protocol, Src Port: 57389, Dst : 3544 45 ef 54 3c 9b 7c 00 60 00 00 00 00

I 7<redotpv6laver \UDP tunneling 8040 80 00 00 00 0@ 0O 00 60 00 ff ff ff

>

»

ytes of data:
2 time=12ms TTL

Ping statistics
Packets:
imate round trip times in
Minimum = 12ms, Maximum
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— On applique un filtre arp / icmp et on sauvegarde les trames obtenues sous le nom
“CapturelCMP" :

n arp or icmp

No. Source
148 aa: f6:22:90:9d:94
149 AzurellaveTec_c6:61:..
177 192.168.71.28
178 192.168.71.227
179 192.168.71.28
180 192.168.71.227
181 192.168.71.28
182 192.168.71.227
215 192.168.71.28
217 192.168.71.227

Destination Time Protocol Length Info
AzurelaveTec_c6:61:.. 41.399443 ARP
aa:f6:2a:90:9d:94  41.399472 ARP

192.168.71.227 49.760155  TCHP 74 Echo (ping) request id=0x0001,
192.168.71.28 49,7209 IONP 74 Echo (ping) reply  id-0x8001,
192.168.71.227 50.764733  ICWP 74 Echo (ping) request id=0x8001,
192.168.71.28 50.925876  ICWP 74 Echo (ping) reply  id=0x0001,
192.168.71.227 51.7829%  ICWP 74 Echo (ping) request id=0x0001,
192,168.71.28 51.848067  ICWP 74 Echo (ping) reply  id=0x8001,
192.168.71.227 52793041 IOWP 74 Echo (ping) request id=0x8001,
192.168.71.28 52.807099  ICWP 74 Echo (ping) reply  id=0x0001,

42 Who has 192.168.71.287 Tell 192.168.71.227
42 192.168.71.28 is at aB:41:f4:¢6:61:13

seq=1/256, tt1=128 (reply in 178)
seq=1/256, ttl=64 (request in 177)
seq=2/512, tt1=128 (reply in 180)
seq=2/512, ttl=64 (request in 179)
seq=3/768, tt1=128 (reply in 182)
seq=3/768, ttl=64 (request in 181)
seq=4/1024, tt1=128 (reply in 217)
seq=4/1024, tt1=64 (request in 215)

361 aa:76:2a:90:9d:94  AzureWaveTec_c6:61:.. 98.854325 ARP
362 AzureWaveTec_c6:61:.. aa:f6:2a:90:9d:94  90.854351 ARP

42 Who has 192.168.71.28? Tell 192.168.71.227
42 192.168.71.28 is at a8:41:f4:¢6:61:13

Save

File name:

pturelCMP
Cancel
Save as:

Wireshark/... - pcapng Help

— On arréte la capture de trames et on visualise le cache ARP avec la commande arp -a:

Interface:
Internet A : Addre Type
199 3 71.2 7 )-O¢ dynamic

— On analyse I'échange de trames ARP:

aa f6 2a 9@ 9d 94 ajd 41
@8 88 65 84 88 82 ad 41
aa f6 2a 9@ 9d 94 c@ ad

6l 18 88 86 [N
6 61 18 c@ a8 47 1d

> Frame 362: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) Bo80
» Ethernet II, Src: a8:41:f4:c6:61:18 (a8:41:f4:c6:61:18), Dst: aa:fe:2;| 9018
v Address Resolution Protocol (reply)

Hardware type: Ethernet (1)

Protocol type: IPv4 (@xB388)

Hardware size: 6

Protocol size: 4

Opcode: reply (2)

sender MAC address: aB:41:T4:c6:61:18 (a8:41:T4:c6:61:18)

Sender IP address: 192.168.71.28

Target MAC address: aa:T6:2a:90:9d:94 (aa:T6:22:98:9d:94)

Target IP address: 192.168.71.227

* Les octets de position 0x0C et 0x0D ligne 0000 sont le champ Ethertype qui représente ici
ARP (0806).

* La fonction de la trame ARP Request est de demander quelle est I'adresse MAC d'une

certaine adresse IP.
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* Les octets de position 0x04 et 0x05 ligne 0010 indiquent si la requéte est une request (00
01) ou une reply(00 02).

* La longueur d’'un message ARP contenu dans la trame est de 28 octets.
* La longueur de la trame ARP Request est de 48 octets.
* La longueur de la trame ARP Reply est de 42 octets.

* |l n'y a aucuns octets utilisés pour le padding.

Trame ARP request
@MAC destination = AA:F6:2A:90:9D:94

@MAC source = A8:41:F4:C6:61:18

Ethernet Type = 08 06
Opcode (valeurs hexa.) = 00 01

@MAC de la cible = 00:00:00:00:00

@IP de la cible = 192.168.71.28

— On séléctionne une trame ICMP Echo Request :

|ﬂ|arporicmp m -]+
Mo. Time Source Destination Protocol  Length Info

148 41.399443 aa:f6:2a:98:9d:94 a8:41:f4:c6:61:18 ARP 42 Who has 192.168.71.28? Tell 192.168.71.227 —

149 41.399472 ag:41:T4:c6:61:18 aa:76:2a:90:9d:94 ARP 42 192.168.71.28 is at a8:41:T4:c6:61:18

177 49.768155 192.168.71.28 192.168.71.227 ICHP 74 Echo (ping) request id=8x@@@l, seq=1/256, ttl=128 (reply in

178 49.772894 192.168.71.227 192.168.71.28 ICMP 74 Echo (ping) reply id=@x8@8l, seq=1/256, ttl=64 (request ir

179 58.764733 192.168.71.28 192.168.71.227 ICHP 74 Echo (ping) request id=8x@@@l, seq=2/512, ttl=128 (reply in

18@ 58.925876 192.168.71.227 192.168.71.28 ICMP 74 Echo (ping) reply id=8x@eel, seq=2/512, ttl=64 (request ir

181 51.782336 192.168.71.28 192.168.71.227 ICHP 74 Echo (ping) request id=8x@@@l, seq=3/768, ttl=128 (reply in

182 51.8480867 192.168.71.227 192.168.71.28 ICHP 74 Echo (ping) reply id=@x8@8l, seq=3/768, ttl=64 (request ir

215 52.793841 192.168.71.28 192.168.71.227 ICHP 74 Echo (ping) request id=8x@@@l, seq=4/1824, tt1=128 (reply ir

217 52.887899 192.168.71.227 192.168.71.28 ICHP 74 Echo (ping) reply id=8x888l, seq=4/1824, ttl=64 (request I

361 98.854325 aa:f6:2a:98:9d:94 a8:41:f4:c6:61:18 ARP 42 Who has 192.168.71.28? Tell 192.168.71.227

362 90.854351 ag:41:T4:c6:61:18 aa:76:2a:90:9d:94 ARP 42 192.168.71.28 is at a8:41:T4:c6:61:18

389 121.878618 aa:f6:2a:98:9d:94 a8:41:f4:c6:61:18 ARP 42 Who has 192.168.71.28? Tell 192.168.71.227
> Frame 177: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) {[ 2200 a8 41 4 c6 61 15 05 00 45 20 |[REEEH-A --a---
» Ethernet II, Src: aB:41:f4:c6:61:18 (a8:41:f4:c6:61:18), Dst: aa:f6:2 @@ 3c a7 @e @@ @@ 8@ @1 83 62 @ ad 47 lc c@ ad < b--G
> Internet Protocol Version 4, Src: 192.168.71.28, Dst: 192.168.71.227 47 e3 @8 @@ 4d 5a @9 @1 00 @1l 61 62 63 64 65 66 G - MZ abc
> Internet Control Message Protocol 67 68 69 6a 6b 6c 6d 6e &f 78 71 72 73 74 75 76  ghijklmn opgrs

77 61 62 63 B4 65 66 67 BB 69 wabcdefg hi

-
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* Les octets de position 0x0C et 0x0D ligne 0000 signifient que I'en-téte Ethernet
transporte un paquet IPv4.

* 'octet de position 0x07 ligne 0010 signifie que I'en-téte IP transporte le protocole ICMP.
* La longueur de la trame est de 74 octets.

* La longueur du paquet IP est de 20 octets.

* La longueur du message ICMP est de 40 octets.

* 'octet de position 0x02 ligne 00020 signifie que le protocole ICMP transporte un message
de type echo ping request.

* Les octets a partir de 'octet 0x0A, ligne 00020 sont les données transportées.

— On sélectionne une trame ICMP Echo Reply :

|ﬂ|arporicmp m -]+
Mo, Time Source Destination Protocol  Length Info
148 41.399443 aa:T6:2a:90:9d:94 ag:41:f4:c6:61:18 ARP 42 Who has 192.168.71.28? Tell 192.168.71.227 -
149 41.399472 aB8:41:f4:c6:61:18 aa:T6:2a:908:9d:94 ARP 42 192.168.71.28 is at aB:41:f4:c6:61:18
177 49.76@155 192.168.71.28 192.168.71.227 ICHP 74 Echo (ping) request id=@x@e@l, seq=1/256, ttl=128 (reply in
178 49.772094 192.168.71.227 192.168.71.28 ICHMP 74Echo (ping) reply  id=ex@eel, seq=1/256, ttl=64 (request ir
179 50.764733 192.168.71.28 192.168.71.227 ICHMP 74 Echo (ping) request id=8x@@@1, seq=2/512, ttl=128 (reply in
188 50.925876 192.168.71.227 192.168.71.28 ICHMP 74 Echo (ping) reply  id=ex@@el, seq=2/512, ttl=64 (request ir
181 51.782936 192.168.71.28 192.168.71.227 ICHMP 74 Echo (ping) request id=8x@@@l, seq=3/768, ttl=128 (reply in
182 51.848067 192.168.71.227 192.168.71.28 ICHP 74 Echo (ping) reply  id=BxB@@1, seq=3/768, ttl=64 (request it
215 52.793041 192.168.71.28 192.168.71.227 ICHMP 74 Echo (ping) request id=8x@8el, seq=4/1024, ttl=128 (reply ir
217 52.887899 192.168.71.227 192.168.71.28 ICHP 74 Echo (ping) reply  id=8x@@81, seq=4/1024, ttl=64 (request :
361 98.854325 aa:T6:2a:90:9d:94 ag:41:f4:c6:61:18 ARP 42 Who has 192.168.71.28? Tell 192.168.71.227
362 98.854351 aB8:41:f4:c6:61:18 aa:T6:2a:908:9d:94 ARP 42 192.168.71.28 is at aB:41:f4:c6:61:18
389 121.878618 aa:T6:2a:90:9d:94 ag:41:f4:c6:61:18 ARP 42 Who has 192.168.71.28? Tell 192.168.71.227
» Internet Protocol Version 4, Src: 192.168.71.227, Dst: 192.168.71.2 a8 41 T4 c6 61 18 aa 6 2a 99 9d 94 @5 @@ 45 @8 Aca *
~ Internet Control Message Protocol 88 3c e2 7d 8@ @@ 48 @1 87 T3 c@ a8 47 e3 cP ad < 1@ G
. 3 Ba2a 3] 61 62 63 6 G Uz abcd
gz: g (Echo (ping) reply) CIE) 71 72 73 hijklmn opgrsi]
8048 9 abcdefg hi
Checksum: @x555a [correct]
[Checksum Status: Good]
Identifier (BE): 1 (@x@eal)
Identifier (LE): 256 (@x@1ea)
Sequence Number (BE): 1 (@x@eal)
Sequence Number (LE): 256 (@x@lea)
Request frame: 177
[Response time: 11,939 ms]
v Data (32 bytes)
Data: 6162636465666768696a6b6c6d6e6T7871727374757677616263646

* L'octet de position 0x02 ligne 00020 renseigne le type de message transporté par le
protocole ICMP, il vaut ici 00 qui correspond a un message echo ping reply.
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1.2. Capture de trames ARP, DNS et ICMP

— On démarre une nouvelle capture de trames Wireshark depuis la machine physique :

£ Capture en cours de Ethernet = [m] *
Fichier Editer Vue Aller Capture Analyser Statistiqgues Telephonie Wireless  Outils  Aide
: XE Qes=Fo5/Eaaand

[ Ch -]+
Mo, Time Source Destination Protocol  Length Info

1 ©.600000 VMware_2a:77:8a Broadcast ARP 6@ Who has 172.17.246.258? Tell 172.17.245.258

2 8.289698 172.17.1686.2 224.8.8.18 VRRP 7@ Announcement (v2)

3 1.828531 VMware_2a:77:8a Broadcast ARP 60 Who has 172.17.246.258? Tell 172.17.245.250

4 1.198526 VMware_6c:9c:3e Broadcast ARP 6@ Who has 128.8.255.87 Tell 128.8.3.1

5 1.236573 172.17.1686.2 224.8.8.18 VRRP 7@ Announcement (v2)

6 1.865164 VMware_6c:9c:3e Broadcast ARP 6@ Who has 128.8.255.87 Tell 128.8.3.1

7 2.858522 VMware_2a:77:8a Broadcast ARP 6@ Who has 172.17.246.258? Tell 172.17.245.258

8 2.227243 172.17.2.15 224.6.8.251 MDNS 85 Standard query @x8888 PTR _microsoft mcc._tcp.local, "QU" question

9 2.227707 fe8@::7606:96T4:c2c.. Tf@2::Tb MDNS 185 Standard query @x@@8@ PTR _microsoft mcc._tcp.local, "QU" question

1@ 2.275548 172.17.1686.2 224.8.8.18 VRRP 7@ Announcement (v2)

11 2.865125 VMware_6c:9c:3e Broadcast ARP 6@ Who has 128.8.255.87 Tell 128.8.3.1

12 3.874596 VMware_2a:77:8a Broadcast ARP 6@ Who has 172.17.246.258? Tell 172.17.245.258

— On vide le cache ARP avec la commande arp -d * en ouvrant I'invite de commande en tant
qu'administrateur :

EX Administrateur : Invite de commandes

oration. Tous droi

tatistiques Ping

TP5-BLOC1
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ot ot
m m
+ +

TTL
TTL
TTL

ms
ms
ms

ets de données
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http://www.ac-nice.fr/

— On arréte la capture et on la sauvegarde sous le nom “CapturelcmpDns” :

M CapturelcmpDns.pcapng = [m] *
Fichier Editer Wue Aller Capture Analyser Statistiques Telephonie  Wireless  Outils  Aide
Aama® RE Re=Ef i 5EaQaq@aH
|ﬂ|icmporarpordns ﬂ ']+
Mo, Time Source Destination Protocol  Length Info

1 0.000000 VMware_6c:9c:3e Broadcast ARP 6@ Who has 128.8.255.8? Tell 128.8.3.1 ]

3 8.685066 VMware_2a:77:0a Broadcast ARP 6@ Who has 172.17.246.25@? Tell 172.17.245.258@

4 @.844141 Giga-Byt_2f:9c:f@ Broadcast ARP 42 Who has 172.17.258.2? Tell 172.17.2.21

5 ©8.844299 Cisco 97:2c:56 Giga-Byt_2f:9c:fe ARP 6@ 172.17.250.2 is at @@:1f:ca:97:2c:56

6 @.844309 172.17.2.21 93.184.221.161 ICHMP 74 Echo (ping) request id=8x@@@l, seq=17/4352, tt1=128 (repl.

7 ©.981612 93.184.221.161 172.17.2.21 ICHMP 74 Echo (ping) reply  id=8x@@@l, seq=17/4352, ttl=56 (reque..

8 1.808169 VMware_6c:9c:3e Broadcast ARP 60 Who has 128.6.255.87 Tell 128.0.3.1

18 1.7e8594 VMware_2a:77:0a Broadcast ARP 6@ Who has 172.17.246.25@? Tell 172.17.245.258@

11 1.848697 172.17.2.21 93.184.221.161 ICMP 74 Echo (ping) request id=@x@@@l, seq=18/4688, ttl=128 (repl..

12 1.985674 93.184.221.161 172.17.2.21 ICHMP 74 Echo (ping) reply  id=8x@@@l, seq=18/46@88, ttl=56 (reque..

16 2.724617 VMware_2a:77:0a Broadcast ARP 6@ Who has 172.17.246.25@? Tell 172.17.245.258@

17 2.854261 172.17.2.21 93.184.221.161 ICMP 74 Echo (ping) reguest id=8x8881, seq=19/4864, ttl=128 (repl..

18 2.987908 93.184.221.161 172.17.2.21 ICHMP 74 Echo (ping) reply  id=8x@@@l, seq=19/4864, ttl=56 (reque..

21 3.748611 VMware_2a:77:0a Broadcast ARP 6@ Who has 172.17.246.25@? Tell 172.17.245.258@
> Frame 4: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on ff ff £ff ff ff ff 74 56 3c 2f 9c fe es @6 ee el v <f
» Ethernet II, Src: Giga-Byt_2f:9c:f@ (74:56:3c:2f:9c:f@), Dst: Broadca @8 @6 06 04 60 61 74 56 3c 2f 9c T6 ac 11 €2 15 o</
» Address Resolution Protocol (request) H e 99 @0 02 @8 @0 ac 11 fa @2

* |'adresse MAC recherchée est celle de I'adresse IP 172.17.250.2.

Trame ARP request
@MAC destination = FF:FF:FF:FF:FF:FF

@MAC source = 74:56:3C:2F:9C:FO

Ethernet Type = 08 06
Opcode (valeurs hexa.) = 00 01

@MAC de la cible = 00:00:00:00:00:00

@IP de la cible =172.17.250.2

* On trouve une requéte DNS avant I'échange de trames ICMP suite a I'exécution de la
commande ping car le serveur ROl demande d'abord quelle est I'adresse IP du nom de
domaine pour pouvoir envoyer le ping a cette adresse.
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— On consulte le cache DNS avec la commande ipconfig /displaydns et on vérifie que le nom
de domaine ac-nice.fr est bien enregistré :

— On démarre une capture de trame et on ping a nouveau le serveur web www.ac-nice.fr :

M *Ethernet = O x
Fichier Editer Vue Aller Capture Analyser Statistiques Telephonie Wireless  Outils  Aide
4 @® RRERes=2=2F I =EQaQaH
[ |icmporarpordn:| [X] v]+
Mo, Time g:zsemer rce Destination Protocol  Length Info
2 8.195 e_2a:77:8a Broadcast ARP 60 Who has 172.17.246.258? Tell 172.17.245.250
3 @.398825 172.17.2.21 93.184.221.161 ICHMP 74 Echo (ping) request id=8x@@@1, seq=21/5376, ttl=128 (reply in 4)
4 B.430467 93.184.221.161 172.17.2.21 ICMP 74 Echo (ping) reply  id=8xB@@1, seq=21/5376, ttl=56 (request in 3)
6 1.219178& VMware_2a:77:0a Broadcast ARP 60 Who has 172.17.246.258? Tell 172.17.245.258
7 1.414816 172.17.2.21 93.184.221.161 ICMP 74 Echo (ping) request id=@x@@@1, seq=22/5632, ttl=128 (reply in 8)
8 1.446575 93.184.221.161 172.17.2.21 ICHMP 74 Echo (ping) reply  id=8x@@@l, seq=22/5632, ttl=56 (request in 7)
11 2.338817 Cisco 97:2c:56 IntelCor 67:c8:82 ARP 60 Who has 172.17.1.2? Tell 172.17.258.2
12 2.418168 172.17.2.21 93.184.221.161 ICHMP 74 Echo (ping) request id=8x@@@1, seq=23/5888, ttl=128 (reply in 13)
13 2.449698 93.184.221.161 172.17.2.21 ICHMP 74 Echo (ping) reply  id=8x@@01, seq=23/5888, ttl=56 (request in 1.
14 2.889898 VMware_2f:86:78 Broadcast ARP 60 Who has 172.17.2.1? Tell 172.17.245.20
17 3.426523 172.17.2.21 93.184.221.161 ICHMP 74 Echo (ping) request id=8x@@01, seq=24/6144, ttl=128 (reply in 18)
18 3.458400 93.184.221.161 172.17.2.21 ICMP 74 Echo (ping) reply  id=8xB@B81, seq=24/6144, ttl=56 (request in 1.
28 3.675536 VMware_2f:86:78 Broadcast ARP 60 Who has 172.17.2.1? Tell 172.17.245.20
24 4,.338184 Cisco 97:2c:56 Broadcast ARP 60 Who has 172.17.1.2? Tell 172.17.258.2

* On n'observe aucune requéte DNS car ce nom de domaine est déja enregistré dans le
cache DNS.

— On vide le cache DNS avec la commande ipconfig /flushdns et on redémarre une capture
pour observer une requéte DNS :

Windows em3 JSTlushdns

Windows IP Confi

N dns
No. Time Source Destination Protocol Length Info
1 0.600000 192.168.1.16 192.168.1.254 DHS 74 Standard query @xddSa A wai.ac-nice.fr
2 9.827697 192.168.1.254 192.168.1.16 DNS 126 Standard query response BxddSa A wwi.ac-nice.fr CNAME cs234.wpc.alphacdn.net A 93.184.221.161
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http://www.ac-nice.fr/

* Les différents protocoles encapsulés dans une trame DNS sont :
- Le protocole Ethernet

- Le protocole IP

- Le protocole UDP

- Le protocole DNS

* e destinataire de la requéte DNS est le serveur DNS de la box. Son IP est 192.168.1.254.

1902 .168.1.254

* Les octets de position 0x0C, 0x0D ligne 0000 signifient que I'en-téte Ethernet transporte
un paquet IPv4.

* 'octet de position 0x07 ligne 0010 signifie que I'en-téte IP transporte un datagramme
UDP.

* Les octets de position 0x04 et 0x05 ligne 0020 signifient que le port de destination est
53.

— On développe la section Domain Name System (query) et plus précisément la rubrique
Queries :

bf b7 eb 84 @
Ethernet II, Src: In 84 (d : @ 9 16 @8 8a ea ea ce
Internet Protocol } 5 i ] @ e5 @ 84 98 dd 5a 8]
User Datagram P > *ort: Be B8 @8 28 o8 83 77 77 @7 g8l 63
Domain Nam =

» www.ac-nice.fr: type A, class IN

* Les valeurs hexadécimales des octets correspondant au nom de domaine internet ac
nice.fr sont 03 77 77 77 07 61 63 2d 6e 69 63 65 02 66 72 00 00 01 00 01.

-
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— On sélectionne la trame comportant la réponse a la requéte DNS et on développe la
section Domain Name System (response), plus particulierement la rubrique Answers :

Protocol Length Info
w.ac-nice.fr CNAME cs234.wpc.alphacdn.net A 93
bits), 126 by a = 88 bits) interfa 68-E3BC-4988-A549-8FD4@9 id @

11:d5:45 (b@:bb:
(% 1.

e, No error

wpc.alphacdn.net
221.161

[Time: ©.012844800 seconds]

* |es valeurs hexadécimales et décimales de 'adresse IP du serveur web hébergeant le site
de l'académie de Nice sont : 5D:B8:DD:A1/ 93.184.221.161.

-
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2. Commande Tracert et capture de trames ICMP

— On démarre une nouvelle capture de trame Wireshark sur la machine physique :

Capturing from Wi-Fi

File Edit View Capture A Statistics  Telep

AODOAS BBEBEBEB R e=»>= ¢ 3

Source Destination Protocol Length Info

[ .1. TP 54 54636 =+ 8809 [ACK] Seq=221 Ack=221 Win=1828 Len=8

31 6.418425 192.168.1.254 224.8.0.1 IGMPv2 52 Membership Query, general

32 6.44219@ 192.168.1.16 142.250.2068.2086 upp 1285 62884 + 443 Len=1243

33 6.442269 192.168.1.16 142.256.268.2086 upp 1292 62884 + 443 Len=1258

34 6.442287 192.168.1.16 142.256.260.206 upp 848 52884 = 443 Len=886

35 6.449983 142.256.200.206 192.168.1.16 uDp 78 443 -+ 62884 Len=28

36 6.451922 192.168.1.16 142.256.208.206 uDp 75 62884 = 443 Len=33

37 6.478939 142.256.200.206 192.168.1.16 uDp 67 443 -+ 62884 Len=25

38 6.494888 142.250.260.2086 192.168.1.16 upp 1287 443 » 62884 Len=1245

39 6.494888 142.250.200.206 192.168.1.16 upp 795 443 » 62884 Len=753

4@ 6.495865 142.250.260.2086 192.168.1.16 upp 235 443 » 62884 Len=193

41 6.498959 192.168.1.16 142.256.268.2086 upp 79 62884 = 443 Len=37

42 6.538238 142.256.200.206 192.168.1.16 uDp 67 443 -+ 62884 Len=25

43 6.655322 192.168.1.16 224.8.8.251 IGMPv2 46 Membership Report group 224.8.8.251

44 5.655482 192.168.1.16 224.8.8.253 IGMPv2 46 Membership Report group 224.8.@.253

45 7.544436 192.168.1.16 192.168.1.98 TCP 164 54635 + 86089 [PSH, ACK] Seq=111 Ack=111 Win=1824 Len=11@

46 7.544447 192.168.1.16 192.168.1.98 TCP 164 54832 + 86889 [PSH, ACK] Seq=111 Ack=111 Win=1821 Len=11@

47 7.547512 192.168.1.98 192.168.1.16 TCP 164 8889 =+ 54635 [PSH, ACK] Seq=111 Ack=221 Win=491 Len=118

48 7.547512 192.168.1.98 192.168.1.16 TCP 164 8889 + 54832 [PSH, ACK] Seq=111 Ack=221 Win=388 Len=118

49 7.592354 192.168.1.16 192.168.1.93 TCP 54 54535 - 3889 [ACK] Seq=221 Ack=221 Win=1824 Len=8

58 7.593126 192.168.1.16 192.168.1.98 TCP 54 54832 » 3089 [ACK] Seq=221 Ack=221 Win=1621 Len=8

51 7.958881 192.168.1.16 192.168.1.123 TCP 164 54833 -+ 8089 [PSH, ACK] Seq=111 Ack=111 Win=1823 Len=11@
7.964425 1 1 TCP 164 58889 = 54833 ACK] Seq=111 Ack=221 Win=411 Len=118
5.806248 i i TCP 54 54833 » 3069 Seq=221 Ack=221 Win=1823 Len=@

Frame 1:
Ethernet II
Int

Tra

imum of

ms
ms

5
5
5

N

-
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— On arréte la capture et la sauvegarde sous le nom de “CaptureTracert” puis on applique un
filtre ICMP :

] icmp (X = |

Destination Protocol Length Info

No. i Source

93 184. 221 161 106 Echo (ping) request 1d=@x@@el, seq=31/7936, response Tound!
1.16 134 Time-to-live e d (Time to live g

93.184.221.161 g) request 1d=Ax@eel, se 32f8192

39752 .163. 1.16 34 Time- ive exceeded (Time to live g

19257 6.211423 192.168.1. 93.184.221.161 186 Echo g) request id=Ax0881, se 33;’84-45

1 7 28 31.33.1680. - .16 134 Time-to-live exceeded (Time to live e

19278 7.990817 192.168.1. 106 Echo request 1d Ex0081, se 34—!’8?84—

response found!

response found!

response found!

1928

1

19282 9.655887
1 11.

19292 11.
19418 15.
19562 19.
19597 23.

381539
372706
374368
381679

31.33.168 b 34 Time-t
192.168.1.

.1

192.168.1.
192,168.1.
192.168.1.
192.168.1.

184, 221
.184,221,
.184.221.
.184,221.

186 Echo
134 Time
106 Echo
186 Echo
106 Echo

ping

request

ded (Time to

ping) request
ping) request
ping) request

id=Axeeel,
id=8x@eel,

id=0xa001,
id=Axa081,

seq 36f9216
5eq=37/9472,
seq=38/9728,
seq=39,/9984,

response found!

response found!)
response found!)
response found!)
response found!)

41984 27.382973 192.168.1. .184.221. 106 Echo (ping) request id=8x@@81, seq=48/18248, ttl=4 (no response found!)
41991 31.377483 192.168.1. .184.221. 186 Echo (ping) request id-x@@@1, seq=41/18436, ttl=4 (no response found!)
375326 192.168.1. 184,221, ing) request id=px@@el, se 42f16?52 ttl=5 (no response found!
4 8 .194.1 - 1.16 ive e ded (Time to ¢ )
42014 35.392155 132.168.1. .184.221.161 request 1d Gxaﬁﬁl se 43f11898 tt1=5 (no response found!
42015 8 .194.170.7 ] 1.16 8 e )
420816 35.408889 192.168.1. .184.221.161
4 58 .194. ] 1.16

(ping)
(ping)
(ping)
186 Echo (ping) request
(ping)
(ping)

* |'adresse IP destination est 93.184.221.161/ 5d b8 dd a1.
* |a valeur portée par le champ TTL est 1/ 01.
* La valeur portée par le champ Type dans la section message ICMP est 8 / 08.

* La valeur portée par le champ Type dans la section message ICMP de le premiére trame
comportant le message d'erreur ICMP Time-to-live exceeded est aussi 8 / 08.

-
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